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Executive Summary 

Acqumen Consulting (Pty) Ltd. started operations in 2015 by first undertaking a research study 
into the strategic value that information technology (IT) offers in navigating the fourth industrial 
revolution (4IR). This has allowed Acqumen to position itself as a partner of choice when 
navigating the plethora of opportunities and challenges that the 4IR presents.


The management of the company has invested significant amount of time in acquiring an 
understanding of various toolsets that support today’s type of business, its people, processes, 
and technology. 


This experience and expertise is attributed to various projects that have been undertaken in 
management system implementation and maintenance, Business Process Management (BPM), 
Enterprise Architecture, Enterprise Application Integration (EAI), Supply Chain Management (SCM) 
and Enterprise Resource Planning (ERP) within the Energy, Mining, Retail and Telecommunication 
sectors.


Acqumen adopts the following operating structure: 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Corporate governance is the system of rules, 
practices, and processes by which an organisation is 

controlled and directed. It sets the foundation not only for 
business protection and strategic performance, but also for the 

confidence of the markets, investors, regulators, and other key 
stakeholders. Effective corporate governance is a powerful driver for 

achieving strategic objectives in dynamic environments while supporting a 
strong risk culture.


Determining whether strong corporate governance practices are in place entails taking 
a hard look at big-ticket issues such as the board's and the executives' roles and practices, 

how leadership sets and agrees on strategy, how that strategy translates into overall action 
plans, how those plans are managed, and how progress is measured against goals. Performing 
this analysis has enormous advantages. 


Planning, execution, and reporting must be aligned to the broad-based stakeholder group so 
internal audit findings and recommendations are fully supported and acted upon. That makes it 
imperative that corporate governance audits are well planned and skilfully executed. Internal audit 
must obtain the necessary buy-in at the highest levels, provide excellent communication and 
project management throughout the audit, and ensure it has the right expertise focused on 
the review from the start through the final deliverable.


Acqumen supports chief audit executives to consider these issues. We help 
manage expectations of key stakeholders such as the board, C-suite, and 
business unit management. Without stakeholder commitment ⎯ 
including making time for interviews, reviewing results, and 
implementing improvements ⎯ the audit cannot succeed. We 
ensure that there is high-level input and perspective early on 
at inception stage. 


Guided by Governance in View: 


Done right, corporate governance audits can 
generate great value for organizations.
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Risk is an inherent part of life. One common challenge 
is the human dimension, in other words, the way people 

perceive risk and risk management. Risk management 
processes and techniques are operated by people, each of 

whom is a complex individual, influenced by many different factors. 
And the problem is compounded by the fact that most risk management 

involves people working in groups. This introduces further layers of 
complexity through relationships and group dynamics. 


Risk management practices can be influenced by these and many other factors 
beyond the human dynamic. For that reason, it is crucial that these practices are 

incorporated into each aspect of the organisation right down to the mundane tasks performed. 
Doing so, entrenches a culture of risk assessment and analysis, risk identification, risk monitoring 
and treatment. This has a positive and significant impact on the overall organisational risk posture.


As part of the overall Governance, Risk, and Compliance (GRC), this involves the strategies for 
helping the organisation to effectively manage its overall performance for all its functional areas. 
Successful implementation involves deliberation of the requirements, approaches, and potential 
consequences. 


The overall risk management process should:

• be an integral part of the overall organisational 

process.

• factor into the company's overall decision-making 

process.

• explicitly address any uncertainty.

• be systematic and structured.

• be based on the best available information.

• be tailored to the project.

• take into account human factors, including potential errors.

• be transparent and all-inclusive.

• be adaptable to change.

• be continuously monitored and improved upon.


A number of standards have been developed to assist  an 
organisation in efficient and effective risk management.  
These standards seek to establish a common view 
on frameworks, processes and practice, and are 
regularly supplemented and updated.
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1. Identify, assess,  
and prioritise risk  

2. Identify key controls and 
establish risk mitigation 

procedures 

3. Establish risk reporting and 
oversight framework and training 

4. Develop a risk model and risk 
rating criteria 

Risk

How  

do we assist 
you?



 

Compliance is addressed either through implementation interventions, 
training held onsite or off-site, audit (either as internal or external 

engagements), and where organisational strategy dictates, certification.


In the article titled “The effects of cooperation in accreditation on international trade”, 
researchers Knut Blind, Axel Mangelsdorf and Jakob Pohlischa conclude the following:


“International trade is accompanied by the emergence of certifiable standards such as ISO 
9000. By signalling investment in quality upgrading, ISO certifications help to reduce information 

asymmetries and transaction costs between buyers and sellers. Therefore, ISO certification can 
assist in overcoming reputation problems, especially for exporters located in developing 
countries. Moreover, ISO certification can represent barriers to trade, particularly when 
companies face high certification costs and when such costs outweigh the benefits from 
reduced transaction costs… In our empirical analysis, we find that ISO 9000 
certification intensity in the exporting country signals the quality performance of 
firms to potential buyers. The results confirm that ISO 9000 can lower 
information asymmetries between sellers and buyers, lower transaction 
cost, and increase trade.”


We thus partner with our clients in their journey towards 
establishing and/or improving on their quality management 
systems. Our approach is to address any management 
system in isolation, or to engage more than one 
management system at a time. 


All our efforts are guided not only by an 
organisation appetite to improve, but 
in ensuring strict alignment to the 
goals and objectives of the 
organisation.
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Implementation Training Audit       Certification

1.Develop compliance checklist as per 
business requirements 

2. Assigning accountability and responsibility 

3. Assessments, Audits, and Training 

4. Reporting and certification

How  
do we 
assist 

you?

Complia
nce



Acqumen Consulting offers a Digital Quality Management System (QMS) solution which assists 
with compliance matters in the following ways:

1. Manage objectives and targets – Evaluate and monitor any time set targets for 

documentation and processes (e.g. batch submission, follow ups, customer complaints 
investigation follow ups, etc.).


2. Document management and template control – Store, organise, and locate documents and 
ensure the consistency of documents in the QMS. Manage, view and update templates 
available throughout the company for use to avoid using incorrect versions.


3. Document control – Initiation of new documents for departmental engagement with overdue 
reviews, capability for online peer review processes.


4. Operations – Ensure operations conform with what was planned, and where there are 
variations, adjustments can be made to a live plan via administrative control.


5. Audit trail capability – The software has a full audit trail function where it can show which 
administrator or personnel has made changes (in detail – what, who and when).


6. Improvement tracking and trending – Software must allow for management of QA events 
such as non-conformances, deviations, risk, etc..


7. Training management – The software has the capability to manage employee competencies 
and training requirements for all departments.


8. Audit management – the software allows for audit planning, execution and follow ups for 
audit findings.


9. Inspection management – Carrying out and managing internal and external inspections (i.e. 
investigations and grading them per risk).


10. Calibration management – Booking, tracking, measuring and monitoring of critical 
equipment, systems and utilities that require calibration at prescribed intervals.


11. Risk assessment – Manage, mitigate and prevent risks.


12. Process performance trending – Provides trending of processes to highlight if the processes 
are still under control or not.


13. Stakeholder management – The software involves and engages people, who may be 
affected by organisational decisions.


14. Governance – Manage organisational change and growth of the company, mange high level 
processes and policies. Have functionality to use this data to carry out management reviews 
and other performances.


15. Support – Full software support by a local vendor.

16. Compliance tracking – Functionality to enable tracking of critical dates, expiry dates and 

conditions to ensure compliance.
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What is a management system? 

A management system (MS) is the way in which an organisation manages the inter-
related parts of its business in order to achieve its objectives. 


An MS makes easy of managing complexity, or even addressing product or service quality, 
operational efficiency, environmental performance, health and safety in the workplace, and many 
more.


The level of complexity of the system will depend on each organisation’s specific context. For 
some organisations, especially smaller ones, it may simply mean having strong leadership from 
the business owner, providing a clear definition of what is expected from each individual 
employee and how they contribute to the organisation’s overall objectives, without the need for 
extensive documentation. More complex businesses operating, for example, in highly regulated 
sectors, may need extensive documentation and controls in order to fulfil their legal obligations 
and meet their organisational objectives.


The following is a list of MS implementations that are supported by Acqumen:


This is a standard that sets out the requirements for a quality management 
system (QMS). It helps businesses and organisations to be more efficient and 

improve customer satisfaction. It can be used by any organisation regardless of its 
size or field of activity.


 Over 1 million companies and organisations in over 170 countries certified. 
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How to get started with ISO 9001:2015? 
Tip #1 
Define your objectives. Why do you want to implement the standard?

Tip #2

Ensure senior management is on board. It is crucial that everyone is supportive of the initiative 
and its objectives.

Tip #3

Identify your organisation’s key processes for meeting your objectives and customers’ needs. 
Within each of these processes, ensure you understand your customers’ requirements and can 
guarantee that these are met. This will form the basis of your quality management system.


This standard is based on a number of quality management principles including a strong 
customer focus, the motivation and implication of top management, the process approach and 
continual improvement. Using ISO 9001:2015 helps ensure that customers get consistent, good 
quality products and services, which in turn brings many business benefits.
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• Work in a more efficient way as all your processes will be aligned 
and understood by everyone in the business or organisation. 
This increases productivity and efficiency, bringing internal costs 
down.


• Meet the necessary statutory and regulatory requirements.

• Expand into new markets, as some sectors and clients require 

ISO 9001 before doing business.

• Identify and address the risks associated with your organisation.

QMS 
Benefits

This is a revision of the 2008 version, which expired in September 
2018. It…

• Puts greater emphasis on leadership engagement

• Helps address organisational risks and opportunities in a 

structured manner

• Uses simplified language and a common structure and terms, particularly 

helpful to organisations using multiple management systems

• Addresses supply chain management more effectively

• Is more user-friendly for service and knowledge-based organisations

Benefits of 
 2015 ISO 9001 

Standard



  

This is an adapted ISO 9001:2015 standard for medical devices. It is designed 

to be used by organisations throughout the life cycle of a medical device, from 
initial conception to production and post-production, including final decommission and 

disposal. It also covers aspects such as storage, distribution, installation and servicing, 
and the provision of associated services.


In addition, the standard can be used by other internal and external parties, such as certification 
bodies, to help them with their certification processes, or by supply chain organisations that are 
required by contract to conform. 


ISO  13485 helps an organisation design a quality management system that establishes and 
maintains the effectiveness of its processes. It reflects a strong commitment to continual 
improvement and gives customers confidence in its ability to bring safe and effective products to 
market.


Safety and performance of medical devices are paramount in this highly regulated industry; this is 
why quality management systems are a regulatory or legal requirement in many countries. 




•  Demonstrate compliance with regulatory and legal requirements

• Ensure the establishment of QMS practices that consistently yield safe and effective 

medical devices

•  Manage risk effectively


•  Improve processes and efficiencies as necessary

•  Gain a competitive advantage
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ISO 13485 - Medical Devices  
QMS

ISO 13485 
Benefits



 







 The Automative Quality Management standard helps organisations reach high 
levels of quality and safety, while lowering costs. It was designed for efficiency in the 

workplace by preventing defects, reducing waste and unnecessary operations. IATF 
16949 empowers individuals to survive in the automotive industry by becoming easily 

adapted to the ongoing changes, and respond to internal and external threats. In addition, this 
standard ensures that all the business practices are well-aligned with the respective business 
strategy in order to achieve sustainable development, and offer safe and qualitative products and 
services.


• Gain competitive advantage

• Help the organisation to offer qualitative products and services


• Help the organisation to offer safer products

• Gain knowledge about the best practices of the automotive industry increase 
efficiency


• Reduce waste

• Eliminate unnecessary operations


• Create new job opportunities
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Management

IATF 16949 
Benefits





  This is an international standard, a result of the collaboration between ISO and 

the international oil and gas industry, which is primarily focused on the oil and gas 
supply chain. It specifies the Quality Management Systems requirements for the 

layout, establishment, production, and implementation of products and services for the 
petroleum, petrochemical and natural gas industries. Further, ISO 29001 is also based on ISO 

9001, which contains requirements on error prevention, reduction of variation and waste 
management from the service provider. These requirements have been written separately in order 
to ensure clarity and perceptibility. This standard is suitable for all companies within the oil and 
gas industry as it was developed to ensure quality and improvement within this particular sector.


ISO 29001 can function as a stand-alone certification, or incorporated with ISO 9001, the generic 
quality management certification for all industries worldwide. This standard assists with industry 
specific control features/documentation methods for conception, purchasing, training and other 
key company activities. They also include unique sector requirements for design, development, 
production, installation and product services.


The oil and gas industry requires systematic, rigorous checks and any negligence could lead to 
huge, unrepairable losses. It is of crucial importance to have a Quality Management System in 
place that facilitates the monitoring of every operating procedure within the organisation.
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ISO 29001 - Petroleum, petrochemical  
   & natural gas industries

• Attract an international audience with an ISO 29001 certification, thus 
gaining the ability to reach out to international business opportunities.


• Gain a competitive advantage in the marketing of your business.

• Reduce expenses and increase operational efficiencies in the system. This 

would effectively mean improving the quality of the output and reducing 
wastage.


• The standards helps with the assessment of the system in order to uncover 
potential opportunities and threats in within your organisation.

ISO 29001 
Benefits



 ISO 39001 is the template for best practice road traffic safety (RTS) 
management in an organisational context. Injuries in road traffic crashes 

contribute around 50% of work related deaths on public roads. These road safety 
outcomes are costly but preventable with good practice road safety management. 

There is sufficient evidence that safety management systems are widely used by major 
corporations to limit organisational exposure to safety risks, and underpin safe aviation, 

maritime and rail transport operations. However for road traffic safety, such commitment by 
organisations is less evident.


ISO 39001 addresses the contribution that can be made by organisations to prevent avoidable 
death and serious injury across the road traffic system. It is designed to help organisations 
reduce, and ultimately eliminate, the incidence and risk of death and serious injury related to road 
traffic crashes.


Road injury prevention requires a clear focus on achieving results, meaningful shared 
responsibility and systematic management across public and private sectors. ISO 39001 assists 
organisations of all types and sizes in the road safety management task.


ISO 39001 is fully aligned with other ISO management system standards, including ISO 9001 
Quality Management Systems and ISO 14001 Environmental Management Systems. While ISO 
39001 provides direction on key safety issues and a strong focus on achieving better results for 
the interim and long-term, it does not prescribe specific safety measures. These are left for the 
organisation to determine through safety management processes.
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• Contribute to national and global efforts to prevent death and serious injury 
in road crashes.


• Demonstrate organisational commitment to an issue of significant public 
concern.


• Address one of the organisation’s primary occupational safety risks.

• Cut organisational road crash and incident costs, and working days lost to 

injury.

• Make the best use of available resources to target safety risks on the road.

• Promote the organisation, improve its profile and increase business.

• Increase competitive advantage in tendering processes.

• Reduce insurance premiums and repair bills.

ISO 39001 - Road Traffic Safety  
     Management

ISO 39001 

Benefits



The general categories of RTS factors that need to be considered within ISO 39001 are:

• Road design and safe speed, especially considering separation (on-coming traffic and 

vulnerable road users), side areas and intersection design.

• Use of appropriate roads, depending on vehicle type, user, type of cargo and equipment.

• Use of personal safety equipment, especially considering seat belts, child restraints, bicycle 

helmets and motorcycle helmets and the means to see and be seen.

• Using safe driving speed, also factoring in vehicle type, traffic and weather conditions.

• Fitness of drivers, especially considering fatigue, distraction, alcohol and drugs.

• Safe journey planning including consideration of the need to travel, the amount and mode of 

travel and choice of route, vehicle and driver.

• Safety of vehicles, especially concerning occupant protection, protection of other users 

(vulnerable as well as other vehicle occupants), road traffic crash avoidance and mitigation, 
roadworthiness, vehicle load capacity, and securing loads in and on the vehicle.


• Appropriate authorisation to drive/ride the class of vehicles being driven/ridden.

• Removal of unfit vehicles and drivers/riders from the road network.

• Post-crash response and first aid, emergency preparedness and post-crash recovery and 

rehabilitation.


Examples of applicable businesses includes: 

A small taxi 
company

The core business of transporting people has a direct impact on the safety of 
employees, clients, and other road users. Key RTS performance factors for the taxi 
company should include driver impairment (e.g. fatigue, alcohol or drugs), driving 
speed, driver and passenger seatbelt use, vehicle selection and maintenance, and 
journey planning. Key monitoring tools include restraint use and driver licence status.

A multinational 
sales and 
marketing 
organisation

Driving on company business represents the highest risk activity within multinational 
companies that operate regional or global fleets, whether company owned, leased, car 
allowance, rental or other vehicles. companies have an obligation to ensure the health 
and safety of their employees and the communities in which they operate.

A road haulage 
provider

Commercial vehicle operations are involved in a disproportionally high number of road

deaths on the world’s roads. Road haulage providers have an RTS responsibility to 
their employees, third parties with whom they come into contact, and the communities 
in which they operate. They also have a responsibility to their customers to ensure 
goods arrive safely. Key RTS performance factors include driver selection and how 
drivers are managed and motivated to ensure appropriate skills and behaviours, 
particularly in terms of speed management and driver fitness; the selection and use of 
vehicles best suited to the task, designed and equipped to reduce the risk of a road 
traffic crash and the risk of death and serious injuries to vehicle occupants and other 
road users, and inspected and maintained to ensure roadworthiness; loads that are 
properly managed to ensure no overloading and the safe securing of cargo; safe 
journey planning to ensure the most appropriate routes, speeds and working/driving 
hours; and consideration of other vulnerable road users within the road network, 
particularly in the event of a road traffic incident, and emergency preparedness.
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 An energy management system helps organisations better manage their energy 

use, thus improving productivity. It involves developing and implementing an energy 
policy, setting achievable targets for energy use, and designing action plans to reach 

them and measure progress. This might include implementing new energy-efficient 
technologies, reducing energy waste or improving current processes to cut energy costs.




ISO 50001 has been designed for implementation by any organisation in the public or private 
sector, whatever its size, activity or geographical location. ISO 50001 does not fix targets for 
improving energy performance, which is left up to the user organisation or regulatory authorities. 
This means that any organisation, regardless of its current level of energy performance, can 

implement ISO 50001 to establish a baseline and improve on it at its own rate.


What benefits will ISO 50001 bring to my business? 
ISO 50001 is designed to help your organisation improve its energy performance 

through making better use of its energy-intensive assets. Improved energy 
performance can provide rapid benefits for an organisation by maximising its use 

of energy sources and energy-related assets, reducing both cost and consumption. 
ISO 50001 is used by large and small organisations all over the world. Its benefits can 

take many forms. For some, it is about reducing the environmental impact and enhancing 
reputation; for others, the aim is to drive down costs and improve competitiveness.


ISO 50001 provides a set of requirements that enable organisations to :

• Develop a policy for more efficient use of energy

• Fix targets and objectives to meet that policy

• Gather data to better understand and make decisions concerning energy use

• Measure the results obtained

• Review the effectiveness of the policy

• Continually improve energy management
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ISO 50001 - Energy Management 
  System

ISO 50001 
Benefits






  ISO 14001 helps organisations improve their environmental performance 
through more efficient use of resources and reduction of waste, thus gaining a 

competitive advantage and the trust of stakeholders.


 An environmental management system helps organisations identify, manage, monitor and 
control their environmental issues in a “holistic” manner. Other ISO standards that look at 

different types of management systems, such as ISO 9001 for quality management and ISO  
45001 for occupational health and safety, all use a High-Level Structure. This means that ISO  
14001 can be integrated easily into any existing ISO management system. 


ISO 14001 is suitable for organisations of all types and sizes, be they private, not-for-profit or 
governmental. It requires that an organisation considers all environmental issues relevant to its 
operations, such as air pollution, water and sewage issues, waste management, soil 
contamination, climate change mitigation and adaptation, and resource use and efficiency. It 
includes the need for continual improvement of an organisation’s systems and approach to 
environmental concerns. It demonstrates increased prominence of environmental management 
within the organisation’s strategic planning processes, greater input from leadership and a 
stronger commitment to proactive initiatives that boost environmental performance.


• Demonstrate compliance with current 
and future statutory, as well as 

regulatory requirements.

• Increase the involvement of 

leadership and engagement of 
employees.


•  Improve company reputation and the 
confidence of stakeholders through 
strategic communication


• Achieve strategic business aims  by 
incorporating environmental issues into 
business management


• Provide a competitive and financial 
advantage  through improved efficiencies 
and reduced costs


• Encourage better performance of supplier 
environment performance, by integrating 
them into the organisation’s business 
systems.
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OHSAS 18001 certification is a professional certification that boosts an 

organisation's reputation by demonstrating that they hold a certified Occupational 
Health and Safety Management System. An effective Occupational Health and Safety 

Management System promotes a safe and healthy working environment, by providing a 
framework that allows your organisation to identify and control its Health and Safety 

Management System, and improve overall performance. 

 


Occupational health and safety management needs to be of primary concern for organisations 
that are eager to have an incident-free workplace. As such, OHSAS 18001 lists the requirements 
for all organisations regardless of their size or nature of business. These requirements will lead to 
improved communications, both internally and externally, and will increase awareness of the 
health and safety matters in the workplace.


By becoming OHSAS 18001 certified, you will demonstrate your ability to meet the necessary 
health and safety requirements, and your commitment to improve the policies and attain 
competitive advantage to your stakeholders. Moreover, with OHSAS 18001, you will gain 
worldwide recognition, which can potentially lead to an increase in business deals and 
professional network.
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• Eliminates or minimises risk to employees

• Contributes in a healthier and safer working environment

• Demonstrates confidence in your organisation

• Reduces risks through on-site accidents

• Ensures legislative and regulatory compliance

• Reduces the likelihood of prosecutions and fines

• Greater involvement in environmental safety from employees


• Increases stakeholder confidence with internationally acknowledged 
standard


• Promotes new effective procedures and processes

OHSAS 18001 - Occupational Health 
 and Safety Management System

OHSAS 18001 

Benefits






ISO 22000 for food safety management systems details the requirements for any 
organisation in the food chain. It defines what an organisation must do to demonstrate its 

ability to control food safety hazards and ensure that food is safe for consumption.


ISO 22000 is applicable to all organisations in the food and feed industries, regardless of size or 
sector. Following the same High-Level Structure (HLS) as other ISO management system 
standards, such as ISO 9001 (quality management), it is designed in a way that it can be 
integrated into an organisation’s existing management processes, but can also be used alone.


How does it relate to Codex Alimentarius? 
Codex Alimentarius, also known as the “ Food Code”, is an internationally recognised series of 
standards and guidelines referenced in many national laws, providing the foundation for most 
government authorities to ensure safe food for consumers. It is developed by the Codex 
Alimentarius Commission (CAC), a joint venture between the Food and Agriculture Organisation of 
the United Nations (FAO) and the World Health Organisation (WHO). ISO 22000 is based on the 
Codex principles for food hygiene and this enables authorities to refer to ISO 22000 in national 

requirements and government inspections to ensure that all the criteria for food safety are 
met.
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ISO 22000 enables organisations to put in place a food safety management 
system that helps them improve their overall performance when it comes to food 
safety.  


Key potential benefits of using the standard include : 

• The ability to consistently provide food-related products and services that 

are safe and meet regulatory requirements 

• Improved management of risks in food safety processes 

• Demonstrating strong links to the United Nations’ Codex Alimentarius, 

which develops food safety guidelines for governments  

ISO 22000 - Food Safety  
Management System

ISO 22000 

Benefits



  According to the International Labour Organisation (ILO), there are currently 
more than 2.78 million deaths a year as a result of occupational accidents or 

work-related diseases, in addition to 374 million non-fatal injuries and illnesses. 
Aside from the enormous impact on families and communities, the cost to business and 

economies is significant.


ISO 45001 Occupational health and safety management systems – Requirements with guidance 

for use, is the world’s first international standard for occupational health and safety (OH&S). It 
provides a framework to increase safety, reduce workplace risks and enhance health and well-
being at work, enabling an organisation to proactively improve its OH&S performance.


ISO 45001 was developed with consideration of other related standards, such as OHSAS 18001, 
Occupational health and safety management, the International Labour Organisation’s ILO-OSH 
2001 guidelines and various national standards, and is consistent with the ILO’s international 
labour standards and conventions.


ISO 45001 adopts a risk-based approach that ensures it is effective and undergoes continual 
improvement to meet an organisation’s ever-changing context. 


Can I integrate ISO 45001 into my existing management system? 
ISO 45001 shares a high-level structure (HLS), identical core text and terms and definitions with 
other recently revised ISO management system standards such as ISO 9001:2015 and ISO 
14001:2015. This framework is designed to facilitate the integration of new management topics 
into an organisation’s established management systems. In addition, ISO 45001 was designed to 
follow ISO 14001 fairly closely, as it is recognised that many organisations combine their OH&S 
and environmental management functions internally. This will simplify the integration of ISO 
45001, particularly for those who are familiar with ISO 14001.


• Reduction of workplace incidents.

• Reduced absenteeism and staff turnover, 

leading to increased productivity.

• Reduced cost of insurance premiums.

• Creation of a health and safety culture, 

whereby employees are encouraged to 
take an active role in their own OH&S.


• Reinforced leadership commitment to 
proactively improve OH&S performance.


• Abi l i ty to meet lega l and 
regulatory requirements.


• Enhanced reputation

• Improved staff morale.


Acqumen Consulting (Proprietary) Limited © 2018 | Page �19

ISO 45001:2018 - Occupational Health 
       and Safety Management

       Benefits of 
 ISO 45001








  Hazard identification is the process of inspecting each task and work 
area for the purpose of identifying work-related hazards. Whereas, risk 

assessment is the process of assessing risks associated with the identified 
hazards as to be able to understand the nature of the risk. The Hazard 

Identification and Risk Assessment training will help you fully understand all work 
related threats by becoming knowledgeable on measures and techniques 

necessary to identify, prevent, prepare, mitigate, respond to and recover from myriad 
hazards. 


Hazard identification and risk assessment help in obtaining more accurate estimates of 
hazards and risks as to ensure that risks to employees, the public, or the environment are 
constantly controlled and kept within the organisation’s risk tolerance level.


Why is Hazard Identification and OH&S Risk Assessment important? 
Behind each fatality or serious injury, there are thousands of at-risk behaviours and 
unidentified hazards that contribute to the incident. However, much harm can be avoided 
if hazards are properly identified and handled.  By implementing controls designed to 
specifically address risk areas, creating processes for identifying or ruling out contributing 
factors to incidents, and adopting mitigation strategies, the worker’s ability to safely and 
effectively perform work is impacted.


Hazard identification and OH&S risk assessment support a multilayered approach to risk 
assessment and the adoption of a state of risk-informed decision making. This in turn, 
assists in avoiding the risks that can be rationally controlled, identifying the ones that 

cannot be avoided, and being prepared to act proactively to limit the damages that 
arise in or from the workplace environment. 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• Identify and control workplace hazards.

• Reduce  workplace incidents.

• Determine the adequacy  of existing control measures.

• Create exercises, training programs, and plans to identify and assess 

hazards.

• Manage time and resources efficiently by isolating potential hazards.

• Reduce the costs associated with incidents and property damages

• Create valuable recommendations to improve the overall workplace safety.

Hazard Identification 
and OH&S Risk Assessment

GOVERNANCE, RISK  
& COMPLIANCE

Training Audits
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Benefits



  Risk is an inseparable part of doing business, and in a world where 
enormous amounts of data are being processed at increasingly rapid 

rates, identifying and mitigating risks is a challenge for any company. It is 
no wonder then that many contracts and insurance agreements require solid 

evidence of good risk management practice.


ISO  31000 provides direction on how companies can integrate risk-based decision 
making into an organisation’s governance, planning, management, reporting, policies, 

values and culture. It is an open, principles-based system, meaning it enables 
organisations to apply the principles in the standard to the organisational context.


ISO 31000 is applicable to all organisations, regardless of type, size, activities and 
location, and covers all types of risk. It was developed by a range of stakeholders and is 
intended for use by anyone who manages risks, not just professional risk managers.


Why is it relevant? 
The standard was recently revised so that it provides more strategic guidance than its 
2009 predecessor. It places more emphasis on both the involvement of senior 
management and the integration of risk management into the organisation. This includes 
the recommendation to develop a statement or policy that confirms a commitment to risk

management, assigning authority, responsibility and accountability at the appropriate 
levels within the organisation and ensuring that the necessary resources are allocated to 
managing risk.


The revised standard now also recommends that risk management be part of the 
organisation’s structure, processes, objectives, strategy and activities. It places a greater 
focus on creating value as the key driver of risk management and features other related 
principles such as continual improvement, the inclusion of stakeholders, being 
customised to the organisation and consideration of human and cultural factors.
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ISO  31000 helps organisations develop a risk management strategy to effectively identify 
and mitigate risks, thereby enhancing the likelihood of achieving their objectives and 
increasing the protection of their assets.  


Its overarching goal is to develop a risk management culture where employees and 
stakeholders are aware of the importance of monitoring and managing risk. 
Implementing ISO 31000 also helps organisations see both the positive 
opportunities and negative consequences associated with risk, and allows 
for more informed, and thus more effective, decision making, namely in the 
allocation of resources. 


What’s more, it can be an active component in improving an organisation’s 
governance and, ultimately, its performance.

ISO 31000:2018 - Risk Management

Benefits of 
    ISO 31001





   Bank estimates that over USD 1 trillion is paid in bribes each year, with 

disastrous impacts such as eroding political stability, increasing the cost 
of business and contributing to poverty. On a global level, it is a significant 

barrier to international trade, while within an organisation it has a highly 
negative impact on employee morale.


Many governments have taken measures to address bribery through national laws as 
well as international agreements such as the United Nations Convention against 
Corruption, but more can be done. Institutional change and an anti-bribery culture within 
organisations can contribute significantly to the fight against bribery and complement 
national and international measures.


The measures required by ISO  37001 are designed to be integrated into existing 
management processes and controls. ISO  37001 is based on the ISO  High-Level 
Structure (HLS ) for management system standards. This means it can be easily 
integrated into other existing management systems (such as quality, environmental and 
safety). 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ISO 37001:2018 - Anti-Bribery  
Management System

ISO  37001 is designed to help your organisation implement an anti-bribery management 
system or enhance the controls you currently have. It requires implementing a series of 
measures such as adopting an anti-bribery policy, appointing someone to oversee 
compliance with that policy, vetting and training employees, undertaking risk assessments 
on projects and business associates, implementing financial and commercial controls, and 
instituting reporting and investigation procedures.


Implementing an anti-bribery management system requires leadership and input from top 
management, and the policy and programme must be communicated to all staff and external

parties such as contractors, suppliers and joint venture partners. 


In this way, it helps to reduce the risk of bribery occurring and can demonstrate to your 
management, employees, owners, funders, customers and other business 

associates, that you have put in place internationally recognised good-practice 
anti-bribery controls. It can also provide evidence in the event of a criminal 
investigation that you have taken reasonable steps to prevent bribery.Benefits of 

ISO 37001  






Understanding how to effectively assess risk may be a challenge for many 
industries. The risk assessment methods: OCTAVE, EBIOS, and MEHARI, will 

provide you with the sufficient knowledge on how to successfully identify and 
assess risk in your organisation.


OCTAVE – Operationally Critical Threat, Asset, and Vulnerability Evaluation were 
developed by the Computer Emergency Response Team (CERT), and it was funded by 
the US Department of Defense. This risk assessment tool is used to help prepare 
organisations for security strategic assessments and planning for their information.


EBIOS - Expression des Besoins et Identification des Objectifs de Sécurité, was 
developed by the French Central Information Systems Security Division. The goal of this 
risk assessment tool is to assess and treat risks with an IS, which would result in assisting 
the management decision-making, and guide stakeholders to find a mutual set of 
discussions.


MEHARI - Methode Harmonisee d’Analyse de Risques, was developed by CLUSIF, a non-
profit Information Security organization. The goal of this risk assessment tool is to mostly 
to provide guidelines for ISO/IEC 27005 Implementation and analyze scenario-based risks 
landscapes for short-long term security management.


Why are Risk Assessment Methods essential for you?

Our risk assessment methods training courses including the OCTAVE, EBIOS, and 
MEHARI methods, will provide you with the sufficient knowledge on how to successfully 
identify and assess risk in your organisation. Risk Assessment Methods play a key role 
when it comes to protecting the business and its valuable assets. These methods will 
provide you with crucial guidelines on focusing on the risks that are more dangerous and 

that can have a huge financial and reputational damage for our business.  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•   Learn the concepts, methods, and practices of effective risk management based on 
ISO 27005.


•  To put into practice the requirements of ISO 27001 on information security risk 
management


•  To develop the skills needed to perform a risk assessment with the 
OCTAVE, EBIOS, and MEHARI techniques


•To obtain the ability to effectively guide organisations on the best practices in 
information security risk management


• To obtain the ability to effectively implement and manage an continuing information 
security risk management process

ACQ 27051 - Risk Assessment  
Methods

Benefits of 

ACQ 27051  



 T h e 
World





ISO 20000 is recognised as the first international standard for IT service 
management, which states the requirements for the service provider to 

plan, establish, implement, operate, monitor, review, maintain, and improve a 
Service Management System (SMS). The standard includes two main parts 

which enable IT service providers to identify methods to develop the quality of the 
services they deliver to their clients, both internally and externally.


Part 1 specifies the requirements for developing and implementing an IT SMS; and

Part 2 includes guidance on the application of service management systems within the 
scope of ISO 20000 Part 1.
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INFORMATION 
MANAGEMENT

Training Audits
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ISO 20000 - IT Service Management

•   On-time IT service delivery.

•  Less IT related incidents and vulnerabilities, with an increase in credibility and 

trust.

•  Decrease in number of incidents and enhancement of incident management.


•  Increased customer satisfaction with quality service delivery.

•  Better comprehension of responsibilities and business targets.


•  Ability to manage and protect the organisation, its assets, stakeholders and 
management.


• Improving organisation reliability.

• Improvement of response times with minimal disruptions to IT service.

• Attaining financial savings by efficiently managing costs.

• Ensured continual improvement.

• Boosting awareness towards legislative and regulatory acquiescence.

Benefits of 
ISO 20000  





As an international standard for Business Continuity Management (BCM) 

System, the ISO 22301 is designed to protect, reduce the likelihood of 
occurrence, prepare for, respond to, and recover from disruptive incidents 

when they arise. With a Business Continuity Management System, your 
organisation is prepared to detect and prevent threats. ISO 22301 enables you to 

respond effectively and promptly based on the procedures that apply before, during 
and after the event. Implementing a Business Continuity plan within your organisation 

means that you are prepared for the unexpected. Business Continuity Plan assures you 
that your organisation will continue to operate without any major impacts and losses.


Why is Business Continuity important for you? 
ISO 22301 gives you the power of providing a premium level of services to your 
shareholders no matter the circumstances. ISO 22301 acknowledges you the ability to 
secure data backups, minimise major losses and maximise the recovery time of critical 
functions. With ISO 22301, you will enhance your knowledge and skills and you will be 
able to advise your organisation on best practices in the management of business 
continuity. Given that, you will improve your ability to analyse and make decisions in the 
context of business continuity management.


To work well, ISO 22301 will need an organisation to have thoroughly understood its 
requirements. Every line and word has meaning and the relative importance is not 
necessarily reflected by the number of words devoted to a topic. Rather than being 
simply about a project or developing “a plan”, BCM is an ongoing management process 
requiring competent people working with appropriate support and structures that will 
perform when needed.
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ISO 22301 - Business Continuity  
 Management System

• Expand your knowledge on how a Business Continuity Management System will 
help you to meet business objectives.


• Gain the necessary knowledge to manage a team in the implementation 
of ISO 22301.


• Strengthen your reputation management.

• Increase your customer reliability.

• Identify risks and minimise the impact of incidents.

• Improve the recovery time.

• Achieve international recognition.

Benefits of 
    ISO 22301





Implementing an Information Security Management System (ISMS) based on ISO 

27001 shows that your organisation exercises risk management to minimise the 
adverse impacts of internal and external threats that may affect its information security. 

Also, this exemplifies that you have an effective risk assessment, incident management 
and business continuity processes within your organisation. The fulfilment of ISO 27001 

requirements portrays your willingness and persistency to properly secure, manage and protect 
valuable information through best practices and frameworks.


Companies that obtain ISO 27001 certification validate that the security of financial information, 
intellectual property, employee details, assets or information entrusted from third parties is being 
adequately managed and processes are continually being improved upon according to best 
practice approaches and frameworks.


ISO 27001 is part of the ISO 27000 family of standards that help organisations 
keep information assets secure. Using this family of standards will help your 

organisation manage the security of assets such as financial information, 
intellectual property, employee details or information entrusted to you by 
third parties.


ISO 27001 is the best-known standard in the family providing requirements 
for an information security management system (ISMS). There are more than 

a dozen standards in the 27000 family. Acqumen provides expertise and 
guidance in the ISMS standards that are listed in the sections that follow.
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•   Provides physical and environmental security across all management processes.

•   Provides you with a competitive advantage.

•   Reduces costs due to minimising incidents and threats.

•   Demonstrates customer, regulatory and/or other compliance requirements.

•   Sets out areas of responsibility across the organisation.

•  Communicates a positive message to staff, customers, suppliers and stakeholders.

• Integration between business operations and information security.

• Alignment of information security with the organisation’s objectives.

• Puts forward true value through enhancement of marketing opportunities.

ISO 27001 - Information Security  
 Management System

Benefits of 

ISO 27001  



Other Information Security standards are listed below: 

ISO 27002 - Code of Practice 
for Information Security Controls 

This is an international standard that gives guidelines for the best Information Security 
management practices. These management practices will help your organisations to build 
confidence in their inter-organisational activities and implement a suitable set of controls, 
including policies, processes, organisational structures and software and hardware 
functions. This standard is a generic document used as a reference for selecting controls 
within the process of Information Security Management System implementation. 


ISO 27002 is intended to be used by all types of organisations, including public and 
private sectors, commercial and non-profit and any other organisation which faces 
information security risks.


ISO 27005 - Information Security Risk Management 
ISO 27005 provides guidelines for the establishment of a systematic approach to 
Information Security risk management. This is necessary to identify organisational needs 
regarding information security requirements and to create an effective information security 
management system. Moreover, this international standard supports ISO 27001 concepts 
and is designed to assist with an efficient implementation of information security based 
on a risk management approach.


ISO 27032 - Cyber Security 
The term ISO/IEC 27032 refers to ‘Cybersecurity’ or ‘Cyberspace security,’ which is 
defined as the protection of privacy, integrity, and accessibility of data information in the 
Cyberspace. Therefore, Cyberspace is acknowledged as an interaction of persons, 
software and worldwide technological services.


The international standard ISO/IEC 27032 is intended to emphasise the role of different 
securities in the Cyberspace, regarding information security, network and internet 
security, and critical information infrastructure protection (CIIP). ISO 27032 as an 
international standard provides a policy framework to address the establishment of 
trustworthiness, collaboration, exchange of information, and technical guidance for 
system integration between stakeholders in the cyberspace.
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ISO 27034 - Application Security

The ISO 27034 provides a systematic approach that guides organisations to implement 
security concepts, principles, and processes in the application security structure. 
Application security is an international concept that supports the information security 
framework and guides an organisation towards achieving a solid information security 
structure within its operations.


The ISO 27034 Application Security provides clear and comprehensive guidelines on 
designing, specifying, developing, implementing, testing and maintaining security controls 
and functions in application systems. The ISO/IEC 27034 delivers a process approach for 
organisations in integrating security measures and establishing a protective structure into 
the processes used to manage their applications. ISO 27034 applies to different business 
industries and it contributes to the security features of information technology, data, 
stakeholder’s actions, and ongoing development of application systems in an 
organisation.


ISO 27035 - Incident Management

In today’s business world, information security incidents are considered to be uncertain 
risks which can seriously damage a business. Thus, organisations must take actions to 
promptly identify, evaluate and effectively manage the incidents. The ISO 27035 
Information Security Incident Management is an international standard that provides best 
practices and guidelines for conducting a strategic incident management plan and 
preparing for an incident response.

 

The ISO 27035 Information Security Incident Management delivers the prime principles of 
security to prevent and respond effectively to information security incidents. In addition, 
the ISO/IEC 27035 incorporates specific processes for managing information security 
incidents, events, and potential vulnerabilities.
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•  Keep customer intellectual property and valuable information secure.

•  Provide customers and stakeholders with confidence in how you manage risk.


•  Secures exchange of information.

•  Ensure customers that you are meeting your legal obligations.

•  Enhance satisfaction of the delivery of your service or product.Benefits 






ACQ 27046 - SCADA Security Manager 
Supervisory Control and Data Acquisition (SCADA) is an industrial system framework that 
includes both hardware and software architecture to control, monitor and analyse an 
industrial process. SCADA is an application software that enables managers, engineers, 
and industry operators, to supervise and communicate effectively with the working 
environment.

 

As an application software, SCADA is designed to assist industry experts in maintaining 
and improving industrial processes. Hence, the objective of SCADA is to collect real-time 
data, and store, process and generate reports for the complex industrial processes.


ACQ 27062 - Penetration Testing 
A penetration test is a practice of assessing the security of an IT infrastructure by securely 
trying to exploit vulnerabilities that may exist in operating systems, inappropriate 
configurations, application errors, or end-user behaviour. The penetration testing is an 
attempt to test the efficiency of security measures and discover any potential exploits or 
backdoors that may be present in computer systems; which hackers and cyber criminals 
can gain unauthorised access or conduct malicious activities. In addition, penetration 
testing is an advanced tool to detect, analyse and set protective constraints to the IT 
infrastructure, in order to reduce remediation of financial losses against malicious 
activities.


Disclaimer:


Some content of this publication has been developed using material from our strategic partner Professional 
Evaluation and Certification Board (PECB), as well as information sourced from the International 
Organization for Standardization (ISO),


All materials contained herein, including text, graphics and software, are the property of Acqumen 
Consulting (Proprietary) Limited, or its content suppliers or service providers, and are protected by 
international copyright laws. 


All trademarks, service marks, trade names, trade dress, product names and logos appearing on this 
publication are the property of their respective owners. Any rights not expressly granted herein are reserved.
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